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Item for Consideration: Risk Assessments for Finance and People and Digital Technology  

1.0 Introduction  

1.1 Kingswood Town Council is required to undertake an assessment of all its risks and put in place arrangements to reduce those risks.  As 

the council becomes active in arranging events it is necessary to increase the number of risk assessments for manual activities, such as 

working alone, at height, lifting etc.  As the council recruits additional staff, the risks will reduce as the workload and responsibility are spread 

across a staffing team and thus reducing the single point of failure.  The council has already considered some of the financial risks and people 

risks (below) and these are being updated.  Added to this will be the risks that come from digital technology.   

2.0 New risks 

2.1 Risks also come from the digital age; data being stolen, corrupted, or operator error leading to loss.    Officers operate within a digital 

environment and have the necessary tools (hardware and software) to do their jobs, but sole reliance on this environment impacts on their 

general health and wellbeing.     Examples of maintaining health of the individual include: 

• Taking regular breaks away from the screen, ensuring that Display Screen Assessments are undertaken to ensure that the individual 

has good posture, avoiding the temptation of working longer hours, just because the office or laptop might be in the living room.  

2.2 The technical risks will be incorporated into the risk assessment, but some updates are provided here: 

• Awareness of cyber security, the need to use passwords, an awareness to not respond to phishing emails, the need to do regular 

updates on software, regular updates, cloud storage, protecting hardware and not sharing it with others.  

2.3 The role of all of us:  to be vigilant, to use passwords, to reduce access to personal devices that might contain confidential data, to 

install the necessary malware and software updates,  

2.4 The role of the Clerk:  To act as the overseer and protector and change manager and have central control of the council’s information:  

to assess risks and bring in improvements, to ensure that emails are used correctly, that the right documents are shared, that the website is up 

to date and accessible, to remind councillors of the need to install good practice cyber security, and be vigilant to phishing emails.   
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2.5 When the council started, the finance package was only loaded onto one laptop, backed up onto that laptop, and with only one license, 

meaning a potential single point of failure.  The Clerk has now purchased additional licenses that will be used by the new temporary finance 

officer, but using emergency powers, sanctioned by the Chair, has moved the storage of the financial data into the hosted cloud of RBS who 

provide the software, at a cost of £660 per year.  The clerk chose to move hosting it away from Cloudy It to spread the risk and because RBS 

also undertake regular check on the data to ensure certain functions are regularly being completed.   

2.6 The clerk has provided the following tables at Appendix A that lists possible risks and what can be done to reduce those risks. This is a 

work in progress and the list will be updated as circumstances change. 

3.0 Recommendation 

3.1 That the Finance and Administration Committee note this report. 

3.2 To support the additional payment to RBS for cloud storage of the financial package.   
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Appendix A 

 

 

 

 



KINGSWOOD TOWN COUNCIL       

 


